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[57] ABSTRACT

A method and apparatus are provided for maintaining and
enforcing security rules using protection domains. As new
code arrives at a computer, a determination is assigned to a
protection domain based on the source from which the code
is received. The protection domain establishes the permis-
sions that apply to the code. In embodiments where the code
to be executed by the computer belongs to object classes, an
association is established between the protection domains
and the classes of objects. When an object requests an
action, a determination is made as to whether the action is
permitted based on the class to which the object belongs and
the association between classes and protection domains.
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